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SUPPLY CHAIN DISRUPTION, RANSOMWARE 

AND COVID 19 – WHAT’S NEXT AND ARE WE 

PREPARED?  

 

There’s never a good time for a pandemic, but when the global supply chain is at severe stress because of trade wars, we 
could not have had a worse time. It’s as if the pandemic knew! What it really meant was that our focus was in other 
areas.  
 
Added to that, a severe issue with OPEC on oil production and oil prices was putting a strain on producers. 
As if that wasn’t enough, most organisations are being targeted with increased cyber security attacks and some have 
succumbed and needed to bring their organisations back into full operation.  
These are what we call ‘black swan’ events.  
 
All most organisations wanted to do this year was to increase their Digital Transformation programmes and to make sure 
that they did deliver value to the business by at least improved efficiency and ideally by a new and more success business 
model. Going into this year, we thought that our biggest IT problem was to have successful Digital Transformation 
projects. That was January. By Lunar New Year…. 
 
NOW  
 
Covid -19 grew from a local epidemic to a pandemic faster than most organisations realised. There were warning signs, 
but as humans, we are always hopeful that it won’t be as bad as the pundits were saying. Unfortunately for all of us, the 
pundits were right this time. So, we are all coping with the difficulties in different ways depending on our locations, our 
type of organisation, whether we are considered an essential service and our ‘deep’ pockets to ride out the situation. We 
are making decisions daily, advised by our government, our medical advice and internal human resources. We are 
balancing the health of our staff with the continuation of our organisations. We are all being asked to do extraordinary 
things and many of us are doing just that.  
 

THE WIDER LANDSCAPE   
 
There are three major areas where organisations were being ‘hit’ where technology was either part of the problem or 
more importantly, part of the solution.   Those that were part of the supply chain, supplier, customer or both, have been 
struggling over the last year with the US/China trade war and the disruption this was causing. When China closed early 
this year because of the pandemic, this became worse. The world recognised just how vulnerable it was and it wasn’t just 
a matter of paying tariffs, it was whether the supply could come from other places.  
 
Cyber Security attacks have increased, the cost of recovery is increasing. Organisations of all sizes are targets and 
vulnerabilities are exposed particularly with the substantial move to working from home in some organisations, and the 
stretched (and stressed) nature of the IT staff and services.  Then there is the pandemic on top of everything else. 
 
Most organisations who had business continuity plans, have had them severely tested. Others did not have plans in place, 
so made it up as they went along. The most visible issue was the number of people who had to work at home, or not at 
all. Often, they were not set up for that with the infrastructure or the home environment and it had not been stress- 
tested.  The other issue was that many organisations are running lean – on people, raw materials and cash. Leading 
research bodies and consultant ‘thought leaders’ have been promoting this for years, and so there is little or no ‘fat’ in 
the system. Kanban does have its limits.  
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WHAT HAVE WE LEARNED FROM THE PAST? 
 
As I review the lessons from the past, two things stand out: 

• We will get through this 

• We will forget the lessons very quickly 

In 2009 CIO Connect ran a series of Masterclasses called ‘Leading through Uncertainty’, and in those classes and the 
follow up services, we talked about the difficult decisions that CIOs and other C suit executives will need to make during 
the financial meltdown and its aftermath. All our clients survived. 

However, one of the actions was the severe cutting of the IT budgets at that time. The CFO took away the ability of the 
CIO to spend, even when the budget was approved - not in all cases, but in most cases. Given that the IT budget was one 
of the biggest and most visible expenditures, that was logical. With our clients, we encouraged them to get ahead of the 
game, to look to their own expenditures and to see where they could be reduced or delayed and to build a case that the 
CFO would accept. Rather than cut, we recommended that CIOs redeploy, so that the very scarce talents of their IT 
people are preserved to emerge from the situation.  

These and other leadership competencies must be part of the CIOs DNA. Stepping up to run IT like a business is critical to 
the ongoing success of the organisation. Those organisations that have relegated IT to the back room have failed to build 
on the lessons learned in 2008/9. 

WHAT ARE THE IMPLICATIONS? 
 
The basic implication for organisations is that business continuity planning is not a ‘nice to have,’ it’s the survival of the 
organisation. These ‘black swan’ events are happening with more frequency and with greater damage. Failure to plan will 
be a failure to survive. Just getting through each one is not enough. Eventually there will be one too many.  
 
Planning needs to be ‘top down’ and then ‘bottom up’. It’s an iterative process. Looking first at what is important to the 
business, and how that will be protected is the starting point. All assumptions need to be challenged.  
 
Organisations suffer from ‘group think’. Even those with BCPs in place, only planned for what they thought, they did not 
plan for the unthinkable. Our role at CIO Connect, is to challenge group think, to challenge the internal fiefdoms, and to 
help organisations understand the interconnectedness of the organisation within itself and to the wider world.  
 
WHAT’S NEXT FOR A THOUGHTFUL LEADER 
 
As difficult as it seems to be at this moment, now is the time to start thinking about how you will improve your BCP or 
define your first one. It is amazing how much we forget in just a few months. Here are some initial actions that leaders 
can take. 

• Capturing the issues and lessons learned now while they are still fresh in everyone’s mind. 

• Plan now to start the BCP improvement process. Don’t wait until the pandemic is over.  

• Capture the costs of the remedial actions by type of problem, e.g. security issues, infrastructure issues, people 
issues. This will help you build a business case for a proper planning process.  

• PEOPLE; While you are coping with the issues, remember the people and their stress level. Give them hope and 
a vision of the future. Inspire them, and if you don’t feel particularly inspired yourself, dig deep for that spark. 
Remember, customers and suppliers are people too, be gentle with them.  

• PROCESSES; Identify key processes and projects that need to be kept going and which ones can be sacrificed or 
delayed.  

• DATA: What data do you really need, to know that you are doing a good job for your customers and your staff?  

• TECHNOLOGY; Ensure your technology is up to date, particularly on security patches, look at the technology that 
will help with collaboration.   


